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Foreword
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The "Practice Guidelines for Cybersecurity Standards" (hereinafter
referred to as the "Practice Guidelines") is a standard related technical
document organized and published by the Secretariat of the National
Cybersecurity Standardization Technical Committee (hereinafter referred to as
the "Cybersecurity Standardization Committee"). It aims to promote
cybersecurity related standards and knowledge, and provide standardized

practice guidelines around cybersecurity laws, regulations, policies, standards,

cybersecurity hotspots, and events.
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This document was drafted by Beijing Zhongguancun Laboratory,
Beijing Kwai Technology Co., Ltd., China FElectronics Technology
Standardization Institute, Central Cyberspace Office Data and Technology
Support Center, the Fifth Institute of Electronics of the Ministry of Industry

and Information Technology, Beijing University of Aeronautics and
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A;:[s;;)nautics, Dongguan Artificial Intelligence and Digital Economy Group
Co., Ltd., Alibaba Cloud Computing Co., Ltd., Beijing Tianrongxin Network
Security Technology Co., Ltd., Ant Technology Group Co., Ltd., Beijing
Jinshan Office Software Co., Ltd., and Beijing Zhiyuan Artificial Intelligence

Research Institute.
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Drafters of this document: Liu Dong, Gu Chen, Luo Hongwei, Ma
Mengna, Yu Xiangchen, Liu Yong, Zhang Yanting, Li Mang, Zhang
Zongyang, Luo Liqi, Cui Dong, Shen Dongyang, Wu Bo, Wang Jiao, Peng
Juntao, Wang Yan, Lin Guanchen, Ou Qiaoling, An Hongyun, Lv Meng, Liu
Ying, Yang Xi, Fei Fanrui, Hu Audi, Zhang Zhiyi, Zhou Jiahang, Chen
Hailong.
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Statement
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The copyright of this Practice Guide belongs to the Secretariat of the
Cybersecurity Standards Committee. Without written authorization from the
Secretariat, no part of the Practice Guide may be copied or translated in any
way. Please indicate "Source: Secretariat of the National Technical Committee

260 on Cybersecurity of Standardization Administration of China " when

reprinting or quoting the viewpoints and data in this "Practice Guide".
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Scope

AR AL T AN R P 385 B4 PN R B ik 95 i 22 4= 4 5l
S LA R IRRT . ZafMiRS] . AT HENEE,

This document provides security guidelines for individual users to use Al
services through the Internet, including security awareness promotion, safe use
guidelines, use codes of conduct, etc.

A TR A AN P 224 @ BIEPAE HON TR 5E AR 55
WA N TR IR BRI . S5k Ikdiz & IRBEA A
VAR G X AR =

This document is applicable to guiding individual users to use Al services
safely through the Internet, and can also provide reference for Al service

technology providers, service developers, and service operators to ensure the

safe use of individual users.

2 AFEHES

Normative reference documents
NSO AR N A S R RVE A 51 A A ST A A AN BT 2
ke Herb, VEHIARI SISO, A% H A AR AR & AR SO
AEEIR SIS, KA CBFEprA MBS @& A0t
The contents of the following documents constitute essential clauses of
this document through normative references in the text. Among them, for
referenced documents with dates, only the version corresponding to that date is

applicable to this document; The latest version (including all modifications) of

the referenced document without a date is applicable to this document.

GB/T 25069 15 B Z&H AR ARG
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GB/T 25069 Information Security Technical Terminology
TC260-PG-20266A [ 4% % 4= s 1 S Fi B —— 8 AE 4 0 38 i %
EXiEl

TC260-PG-20266A Network Security Standard Practice Guide - Security
Guidelines for Intelligent Agent Deployment and Use

3 RiEeX
Term Definition
GB/T 25069 5t 5 MIARIE Al g SO&E A T AR 3

The terms and definitions defined in GB/T 25069 are applicable to this

document.

4 R

Overview

AR SCAF SRS N P AR LI A N DR e i o5 i, JUH
M AN T BESORSEAE TN . il IR, BORERSCR. B &
W MAEE ABRIIRSS, AR e Bl e IRSS, Rl T
VR AE AT O AE I, 8 S DA AS 2 4 N 28 e iR 55 % E B st N7 A2
AR o

This document primarily focuses on how individual users can enhance
their security awareness and safely use artificial intelligence services when
accessing such services over the internet—particularly those that leverage Al

technologies to provide predictions, recommendations, decision-making, or to
generate content such as text, images, audio, and video. It also provides
recommended codes of conduct for use, aiming to avoid adverse effects on

users themselves or on others resulting from improper use of Al services.
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Enhancing safety awareness

PMNHAPEEH AT E e, FEazesil, gvrael
¥, HHE:

Individual users need to strengthen their security awareness and establish

security concepts when using artificial intelligence, including:

a)

b)

c)

IERAFI N TR RE, INRB N RERIBE U B A R IR, 7T RE
P RAE S LB R 22 . S 20, BUCIE R BR 5E K
FLERFEAESS

To have a correct understanding of artificial intelligence, it is
necessary to recognize that its capabilities have limitations, such as
providing incorrect information, causing misunderstandings,
producing illusions, or being unable to complete certain specific tasks
as required.

BV N LR RE, #%RE HIEZMEENLE A RKER,
WEREXT AR HR. IR FYEN AR EE

Treat artificial intelligence rationally, avoid blindly accepting and
trusting the results generated by artificial intelligence, and enhance
the ability to identify false, erroneous, and misleading content.
AN TR RS, A VRB SR E R T A, BTk
WA, IR N R BE I R 55 I B, ad it i o 2 B AR
PLSRAAE 5 HSE 3l

Moderate use of artificial intelligence as a tool to assist real life,
avoiding addiction and dependence, correctly understanding the
principles of artificial intelligence emotional services, and avoiding

excessive substitution of real communication and activities through it.

3
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BIGR, AR O RAS , R A T B 5 T A B i
FUF, A R B S A . Dy T

Pay attention to security risk dynamics, enhance awareness of

=

2]

artificial intelligence security risks and ethical safety concerns. Be

aware of the potential for malicious use of artificial intelligence
services, such as generating fake voices of family and friends, forging

official notifications, and providing privacy information with caution.
A NLERZENRT 2% (NLERZERHEER) , NTEeH%Z
SRR S 10260-005 (N LA AERM A2 4 485] 1. 0)

Note: The security risks of artificial intelligence can refer to the "Artificial
Intelligence Security Governance Framework", and the ethical and security
impacts of artificial intelligence can refer to TC260-005 "Ethical and Security
Guidelines for Artificial Intelligence Applications 1.0"

6 ZEFEHAES
Guidelines for Safe Use

MNHPAEE AN TR RS R T, Nfrse ol 2 2 15,
Hez e o] ERAH:

Individual users should continuously strengthen security measures when
using artificial intelligence services, and their security usage guidelines mainly

include:

a) M IERZRESRACH) N T Refik 9%, IRSeik FIBof oA ;s
P A N TR RE ik 55 1, e 23 i A il s 8 B AR 55
R, AN RIEA B el REBURESETT 5
i FHAR SRR 55

Use artificial intelligence services obtained from legitimate channels
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and prioritize the latest version; For those involving generative
artificial intelligence services, large models that have been registered
through generative artificial intelligence services should be selected,
and relevant services should not be used through unknown sources
such as transfer stations or unauthorized agents.

b) HE LB REIRN, BHZS% TC260-PC-20266A (4% 2 4 hnift
KR —— R R E A 2 2485]) , K& EREE T
2 IR AR 22 4 38 P ) it o
When deploying and using intelligent agents, it is advisable to refer
to TC260-PG-20266A "Network Security Standard Practice Guide -
Security Guidelines for Intelligent Agent Deployment and Use",
adopt appropriate deployment methods, and adopt corresponding
security measures.

c) BAHM S HBCNEEAG 7L ME BIFEHTH N AL & -
Review the user agreement and privacy agreement, understand the
following information and take appropriate measures:

1) NLEBEMRSHI IR &8 NRESS
limitations of artificial intelligence services, applicable
populations, etc;

2) BRI NS B UL 7 A5, R i NME B2
TR, I B R AT & m /MU 5N
The types of personal information that will be collected and the
methods of their use, with particular attention to whether the personal

information will be shared, etc., and to verify whether it complies

with the principle of minimization in collection;

E L ANMNEEWEE EHRERAT S5 GB/T 35273,
Note 1: The requirements for the collection and use of personal information can

refer to GB/T 35273.
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3) M NSRBEAR I & B 2B gR B, & &5 H &4l
[Fl R T RE s

Whether the relevant data provided by individuals will be used as

training data and whether they have the function of withdrawing
consent;
4) FUFZEARN LA I IRAE
Complaint reporting mechanism and channels.
M 2 JEEH QAR TRE. W0, LHE0. HRESIR.
Note 2: Channels usually include but are not limited to telephone, email,

interactive windows, SMS, and other methods.

d) FRIENLTEBEMRSS HiE B AR Canz2 s ] 8k A
BV P SO B S R AR E IR AL
Pay attention to the access permissions requested for artificial
intelligence services (such as microphones, cameras, photo albums,
operating user files or data, etc.), and disable non essential
authorizations.

e) ZERPHBEUSE, EmANGEELRED, WHERERE K
BUEAN NG R, BiElefE e mlRh % & ot #5 5hk 57 L.
Properly protect sensitive information, carefully provide private
information or sensitive personal information during the input
process, and prevent accidental leakage or theft of private
information, trade secrets, etc.

£) AR N LR BE IR 5% Ham Hh B 45 2R
Prudential treatment of the output of artificial intelligence services:

1) W Em A 2 A N R AR 55 BOH At SR8 X 45 R AT AL
Xk, fEE R OAAELIN . WL BALERIRGE S,
e AN G B S5 RS R
When necessary, cross validation of the results can be

6
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conducted through multiple artificial intelligence services or
other channels to check for false information such as illusions,
biases, discrimination, and forgery;

2)  XTANLERMRS AR, BT s, #E. #BWET
MR SR, AR NS, £ L. NS %4
P 2 1 AT ST SR TE AT AR S
For the output results of artificial intelligence services in areas
such as law, healthcare, employment, education, and finance,
they should only be used as references. When it comes to
property and personal safety, they should be verified through

other independent channels.
g) RIENKERMM LT AT 55, LEB AT ZENTH.
Pay attention to security updates, patches, etc. provided by

developers, and install and upgrade as necessary.
h) AN ABLGE 32 45 I B I [ 258 BB 1) B0A S L AL AT ¥ ) SR B Bl
o

When personal rights are damaged, promptly consult and seek help

or report to the competent department or relevant institutions.

1) WEARMEN. ZFENFR RSN, B2 HA
T BEMRSS -
As guardians of users such as minors and the elderly, assist them in

safely using artificial intelligence services.

T fERAT RN

Code of Conduct for Use

MNH LN TR GRS SRS, M ESL R E S AEHAT N,
FHORAE AT R E Ak -
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Individual users should actively regulate their usage behavior when using

artificial intelligence services, and relevant usage behavior norms include:
a) AEMAANTLER, BEMANE™5EEME:

Legitimate use of artificial intelligence, respect for the dignity and

legitimate rights and interests of others:

1

2)

3)

4)

5)

ANEBFFANLERET AT MEAEEANE,

Do not maliciously induce artificial intelligence to produce
harmful behaviors or output harmful content;

AMEB N T BB AT IR BEIL. I,

Not using artificial intelligence to mislead, harass, or
manipulate others;

AR NLE REi& . B AR NS 0 BT B AU K
Do not use artificial intelligence to forge, impersonate others'
identities, or impersonate authoritative entities;

AN TR SE Bt SR oS dkiE AT Jy;
Not using artificial intelligence to carry out illegal and irregular
activities such as attacks, destruction, and theft;

AMEHI AN TR REEZIMMB AN EAE DU B SR
EEANSE SR VSIS R/ EE WS AT Y

Do not use artificial intelligence to replicate other people's
paintings, novels, songs, film scripts, trademark patterns, and
other information to avoid infringing on others' intellectual

property rights.

b) FEAE AN TR BEAR 55 A2 1 & B 75

When using artificial intelligence services to generate synthetic

content:

1)

BIRBEAT A A BN B R IR 55, RIEAR MR 55 4 th A 2
e HASERE AR, AESEET. MERR IR

8
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2)

3)

4)

(S cEmsRLRELEAR RS

Actively fulfill the obligation of generating synthetic content
identifiers, pay attention to whether the output content of relevant
services has the ability to generate synthetic content identifiers, and
do not maliciously cut or delete identifiers;

e ARE RN BRI GB 45438-2025 % 5 Fi.

Note: The style for generating composite content identifiers can be found in

Chapter 5 of GB 45438-2025.
WU IA N AR RERATE . BEEVE RS, B0ESE kA
RAGEIS, AT 4

If it 1s found that the generated content has accuracy or scientific
issues, or contains illegal and harmful information, it will not be
disseminated again;

AN TE R, R AEREEARESE, W
WA BRI AR B E RSSO, T RYEA L
%

Do not abuse the output of artificial intelligence. If it is found that
the model generates illegal and harmful information, it can be
reported to the service provider through the complaint reporting

path to help build a healthy artificial intelligence ecosystem;

FERAT N B e A A BN A, TS5 R AT 6 1A XCRE
TWBE B EOR, 3 W IR AR 55 SR At E SR L A An iR T
e, BURBIT N ERRIR X5

When publishing artificial intelligence generated composite
content, comply with the community norms or management
requirements of the publishing platform, actively declare and use
the identification function provided by the service provider, and

actively fulfill the obligation of content identification.
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